Voice Traffic Through A Rrewoll 
Cornelius, David ei ol. 
Application No. 09/766,027 



1/11 




Voice Troffic Through A Firewall 
Cornelius, David et al. 
Application No. 09/766,027 



2/11 




43 



I Control Stream 



41 
/ 




42 
I 




Media Stream / 

45 




Boston San Jose 
PBX PBX 






46 

Media Stream _ / 









( Control Stream 

44 



FIG. 4 



Voice Traffic Through A Firewall 
Cornelius, David et ol. 
Application No. 09/766,027 

5/11 







oo 


cr> 


CO 

/ 


co 

/ 






<d 






c_> 






CD 








OO 







<c 


oo 




CO 

/ 


CO 

( 






CD 






o 


o 




CD 




o_ 




CO 







*=c 


oo 


CD 


CO 

/ 


CO 

/ 




CD 




cz 


CD 


o 




_cz 


o 


Q_ 


CD 


O 


Q_ 




OO 





GO 

cr> 

CO 



CD 
CO 









CD 




Q_ 


~o 




CO 




o 













CO 



LO 




Voice Traffic Through A Firewall 
Cornelius, David et al. 
Application No. 09/766,027 

6/11 



Open pipes to 
call controller 



70 



Wait for command 
from command pipe 



71 



72- 



Message 
"MSCREATE" 



73 



Create media stream 



73A 



Setup RTP Header 
Generates a UDP port 
number which is saved 

in a data structure 



73B 



Prepare an outgoing 
packet template for 
use by "sendbuf" in 

the future, by 
inserting the UDP 
port number 



73C 



Switch statement 
on command 



Message 
"UDP-PORT" 



74 



Add node 



75 
_L 



Add slot 



76 



Set endpoint 



74A 



Add a data structure (i.e., 
remote node) representing 
the remote node to the 
media stream for use by 
Receiver (Note: Source 
port number is unknown 
at this time) 



Send the UDP port 
number back to call 

controller (i.e., for 
transmission back to 

the remote node) 



75A 



Message 
"SET-ENDPOINT" 



76A 



Look up media stream 
based on a unique no. that 
is a media stream identifier 
(e.g., call identifier) 



Add a data structure 
(slot) representing the 
local port to media 
stream for use by 
Sender & Player tasks 



Message 
'ADDJJODE.REQ" 



77 



76B 



Find the ms_node (i.e., 
remote node) having 
the same IP address 
and no port number 



76C 




/ ' 




Insert port no. 


into ms_ 


node list 



Inform call controller task is "done" 



FIG. 7 



Voice Troffic Through A Firewall 
Cornelius, David et ol. 
Application No. 09/766,027 



7/11 









Receive data (i.e., 
packets) from Network 



~ 81 



Extract the 
Sender's UDP source 
port number 



82 




Store data in the incoming 

data buffer related to 
media stream identified by 
source port number 
and source IP. 



85 



FIG. 8 



Voice Traffic Through A Firewoll 
Cornelius, David et aL 
Application No. 09/766,027 



8/11 



91 — 







Wait For Next 
DSP Tick 





Traverse "mscblist" list of all media 
streams and for each media stream, 

traverse all location extention 
numbers (i.e., slots) and merge the 
DSP buffers for the same destination 
(source bridging of conference data) 



Traverse "mscblist" list of 
all media streams to put 
the data into network 
buffers. If any network 
buffer is full, send to all 

remote nodes of the 
particular media stream 
that has full buffers. 









FIG. 9 



110 



Voice Troffic Through A Firewoll 
Cornelius, Oovid et ol. 
Applicotion No. 09/766,027 

9/11 



Wait for call setup event (local 
or remote) or endpoint event 



Send "set endpoint" message 
to command proccess 



-190 



Create call (including create a 
unique media stream identifier 
to identify the media stream) 



Send "create media stream" 
message to command process 
in ms_svr module and pass 
media stream identifier (1) 



120 



130 







Store UDP port number 






Send "Add slot" message 
to command process (2) 






Collect digits of the 
destination phone no. 



140 



150 



— 160 



170 
1 



Look up a table to find the IP 
address of the switch that handles 
the destination phone number 



184 

_i_ 



181 



Send "add node" message to 
command task (3) causing 
remote node to be added 
to media stream linked list 





182 

\ 


Replicate the call on the remote 
node by doing (1), (2), (3) & (4) 




183 

\ 


Send a TCP/IP message through 
"msctrl" mechanism to inform 
UDP port no. to the remote 
coll controller (4) 



Send "odd slot" 

message to 
command process 




FIG. 10 



Voice Traffic Through A Firewall 
Cornelius, David et al. 
Application No. 09/766,027 



10/11 



Media Stream 
(per call) 



Remote Node 
(source port no.) 
(Source IP address) 



Remote Node 
(source port no.) 
(Source IP address) 



Remote Node 
(source port no.) 
(Source IP address) 



FIG. 11 





Voice Traffic Through A Firewall 
Cornelius, David et oh 
Application No. 09/766,027 



11/11 




